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Apex Cyber Guardians is a Saugus, Massachusetts-based cybersecurity consulting firm providing expert security advisory, compliance,
and risk management to defense contractors, government agencies, healthcare organizations, and commercial enterprises. Led by
Bryan Paul, with direct DoD RMF experience at Raytheon and Draper Laboratory and enterprise cloud security, GRC, and compliance
leadership.

CORE CAPABILITIES COMPANY DATA

RMF/ATO Lifecycle Support UEI NB7LBDAKU354 CAGE 23MG8

Built and maintained RMF authorization packages — SSPs, NAICS NAICS (Se

SARs, and POA&Ms — supporting DoD Assessment & (Primary) SHilsil condary) 541513,1541690
Authorization. Served as ISSO, ISSE, and ISSM at Raytheon and _

Draper Laboratory; hands-on with eMASS, ACAS, and Business ol Business SAM.gov Registered
HBSS/ESS. e

Continuous Monitoring & ATO Sustainment CERTIFICATIONS

Applied NIST 800-53 controls and RMF methodology across
cloud and on-premise environments, including control CompTIA Security+

implementation, gap analysis, ongoing vulnerability scanning, and | 1SO 27001 Lead Auditor
compliance monitoring.

CLEARANCE

Security Documentation & Bodies of Evidence

Developed and maintained RMF authorization packages, Previously held DoD Secret clearance (2012-2022).
cybersecurity policies and procedures, incident response plans,

and compliance documentation aligned to federal and DoD
requirements. DIFFERENTIATORS

CMMC & NIST 800-171 Compliance DoD RMF Expertise: RMF packages built as ISSO/ISSE/ISSM

CMMC Level 1 and Level 2 gap assessments, policy alignment, 1 [RERUNEE S [PIETE (LTI TRy

and documentation preparation in support of DoD contract Local Availability: Saugus, MA-based and local to Hanscom
compliance requirements. AFB and the North Shore.

Enterprise + Boutique: Director-level leadership with
Vulnerability Management small-business responsiveness.
Hands-on with ACAS and HBSS/ESS for continuous vulnerability
scanning and compliance monitoring. POA&Ms track open
findings, remediation owners, and closure within defined

timelines. Available as a subcontractor or teaming partner on DoD and

federal programs. RMF/ATO, ISSO/ISSM staffing, and CMMC

Identity, PAM & Zero Trust Advisory support.

Enterprise security architecture and identity program leadership,
including privileged access management, SAML/SSO integration
with Okta, and least-privilege policy rollout.

KEY PERSONNEL EXPERIENCE

ISSO / ISSE / ISSM — Raytheon & Draper = Associate Director, Information Security Cybersecurity Consultant — Beyond

Laboratory: Developed and maintained Architecture & Engineering — Missions Capable Solutions: Supported
RMF authorization packages across DoD ElevateBio: Owned SOC 1/2, HIPAA, ISO the U.S. Air Force Platform One
programs, serving as Information System 27001, and HITRUST compliance DevSecOps program.

Security Officer, Engineer, and Manager. roadmap; led security architecture.
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